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CAN/DGSI 104:2021 / Rev 1: 2024

Vendor Risk Analysis
Questionnaire

Use this questionnaire to evaluate the cybersecurity practices of your cloud providers, IT vendors, MSPs,
and other third parties before sharing sensitive business data with them.

VENDOR NAME DATE OF ASSESSMENT

VENDOR CONTACT PERSON COMPLETING

VENDOR ADDRESS ORGANIZATION NAME

Sponsored by

HOW TO USE THIS QUESTIONNAIRE

Instructions
1.  Complete the cover page fields and send to your vendor contact.
2.  Request written responses to every question in this document.
3.  Ask vendors to confirm whether supporting documentation is available.
4.  Review responses carefully, and discuss any gaps with the vendor before moving forward.
5.  Retain completed questionnaires as part of your vendor risk management records.
6.  Reassess vendors at least annually or after any significant change in the relationship.

A "No" answer does not automatically disqualify a vendor, but should trigger a documented risk decision by your cybersecurity lead.
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SECTION 1

General Information
Basic facts about the vendor and their business.

How long has the vendor been in business?

What is the vendor's primary line of business?

What geographic regions does the vendor serve?

Can the vendor provide references from clients in similar industries?

Yes - Attached Yes - On Request No N/A

SECTION 2

Data Security
How the vendor protects data they store or process on your behalf.

Describe the vendor's data encryption practices for data at rest and in transit.

How does the vendor ensure the confidentiality, integrity, and availability of client data?

Detail the vendor's data retention and destruction policies.

Explain the vendor's access control and identity management policies.
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SECTION 3

Compliance
Standards and certifications the vendor holds, and how they stay current.

Which cybersecurity frameworks and standards is the vendor compliant with?
e.g. ISO 27001, NIST, SOC 2, PCI-DSS, CAN/DGSI 104, CyberSecure Canada

How does the vendor stay current with relevant laws and regulations?

Is the vendor compliant with all relevant laws and regulations in their industry and geographic
locations?

Yes No N/A

Has the vendor ever been subject to regulatory investigations or legal proceedings? Yes No N/A

If yes, provide details of any regulatory investigations or proceedings.

Can the vendor provide documentation of compliance audits they have undergone (e.g. SOC 2 Type II, ISO 27001 certificate)?

Yes - Attached Yes - On Request No N/A

SECTION 4

Business Continuity
Whether the vendor can keep delivering services during a disruption.

Provide an overview of the vendor's business continuity and disaster recovery plans.

How does the vendor ensure resilience of their services during a significant disruption?

Describe the vendor's backup and data recovery procedures.
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SECTION 5

Financial Stability
Whether the vendor is financially sound enough to be a reliable long-term partner.

Describe any insurance policies the vendor holds relevant to a cybersecurity incident.
e.g. cyber liability, errors and omissions

Have there been any significant financial challenges in the past two years? Yes No N/A

Can the vendor provide recent financial statements to demonstrate financial health?

Yes - Attached Yes - On Request No N/A

SECTION 6

Cybersecurity Practices
The vendor's own security posture and how they protect their systems.

Does the vendor have a documented cybersecurity policy?

Yes - Attached Yes - On Request No N/A

What measures does the vendor have in place to protect against data breaches?

Has the vendor experienced any cybersecurity incidents in the past three years? Yes No N/A

If yes, describe those incidents and how they were resolved.

How often does the vendor conduct cybersecurity risk assessments?

How does the vendor monitor and manage vulnerabilities in their systems?
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How does the vendor ensure the security of remote access to their systems?

Detail the vendor's employee cybersecurity awareness training program.

SECTION 7

Data Privacy
How the vendor handles personal and sensitive information.

Does the vendor have a documented data privacy policy?

Yes - Attached Yes - On Request No N/A

How does the vendor ensure the privacy and confidentiality of client data?

Does the vendor transfer data internationally? Yes No N/A

If yes, what measures are in place to ensure compliance with data protection regulations?
e.g. PIPEDA, GDPR, jurisdiction restrictions

SECTION 8

Operational Integrity
Internal controls, certifications, and quality assurance.

Can the vendor provide documentation of their internal controls and procedures?

Yes - Attached Yes - On Request No N/A

How does the vendor ensure the integrity and accuracy of services or products they provide?

What certifications or accreditations does the vendor hold relevant to their industry?
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How does the vendor manage third-party risks within their own supply chain?

SECTION 9

Contractual and Legal Considerations
Key contract terms and liability provisions to review before signing.

Can the vendor provide a copy of their standard contract or service agreement?

Yes - Attached Yes - On Request No N/A

Are there indemnification clauses in the contract? Yes No N/A

What is the vendor's policy regarding liability for breaches of contract or non-performance?

Are there termination clauses that could pose a risk to your organization?
e.g. lock-in periods, data return provisions, exit fees

SECTION 10

Incident Response
What happens when something goes wrong on the vendor's side.

Describe the vendor's incident response plan, including how and when clients are notified.
Under PIPEDA, vendors may be required to notify you of breaches involving your data.

What is the vendor's target notification timeframe in the event of a breach affecting your data?

Who is your primary point of contact at the vendor for a security incident?
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ASSESSMENT SUMMARY & SIGN-OFF

Overall Risk Rating Low Medium High Do Not Engage

Recommended Action Approve Conditional Approval Decline

Notes / Conditions

Completed by Title Date

Reviewed by (Cybersecurity Lead) Title Date

This questionnaire is based on Annex C of CAN/DGSI 104:2021 / Rev 1: 2024 — Baseline cyber security controls for small and medium organizations,

published by the Digital Governance Standards Institute (DGSI). It is intended as a practical tool to support vendor due diligence and does not constitute

legal or professional advice.

Questions about this questionnaire or cybersecurity for your organization? Contact MTechCyber at info@mtechcyber.com or visit candgsi104.ca
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