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CANADA'S CYBERSECURITY FRAMEWORK

CAN/DGSI:104

Cybersecurity Checklist

A practical checklist for evaluating your organization's cybersecurity

posture across all 12 CAN/DGSI:104 control areas.

48 ltems

across 12 control areas

About This Checklist

The CAN/DGSI:104 framework outlines a set of
cybersecurity practices designed to help Canadian
organizations reduce cyber risk and protect their
systems and business data.

This checklist summarizes the key controls businesses
should implement to establish a strong cybersecurity

baseline and supports readiness for CyberSecure
Canada certification.
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Interactive PDF Checkboxes

How to Use This Checklist

For each item, determine whether the control is:

O Implemented Check the box — control is in place
In progress or partially implemented
Identify as a gap to address

m Partial
0 Not Implemented

After reviewing, consider:

« Are there areas where controls are missing?

» Are some protections only partially implemented?
» Are employees aware of policies and procedures?
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This PDF contains real fillable checkbox fields. Click any checkbox to mark it.
Your responses are saved within the PDF file when you save the document.
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CAN/DGSI:104 Cybersecurity Checklist

48 controls across 12 security areas — check each item your organization has implemented

I 1. Security Governance & Policies
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Maintain documented cybersecurity policies

Establish an acceptable use policy for systems and devices
Define password and authentication requirements
Document incident response procedures

Review cybersecurity policies regularly

. Asset Inventory

Maintain an inventory of all computers and devices
Track installed software and applications
Identify critical business systems

Document cloud services used by the organization

. Identity & Access Security

Require multi-factor authentication for user accounts
Enforce strong password policies

Restrict access based on user roles

Regularly review user access privileges

Remove access for former employees promptly

. Endpoint Security

Deploy endpoint protection on all computers and devices
Enable host-based firewalls
Encrypt laptops and mobile devices

Monitor devices for suspicious activity

. Patch & Vulnerability Management

Keep operating systems up to date
Regularly update applications and software
Monitor systems for known vulnerabilities

Apply security patches in a timely manner
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Email Security

Deploy email filtering to detect phishing messages
Scan attachments for malware
Detect suspicious links in emails

Implement domain authentication (SPF, DKIM, DMARC)

. Security Awareness Training

Provide regular cybersecurity training to employees
Conduct phishing simulations
Train staff to recognize social engineering attacks

Communicate security policies to employees

. Backup & Data Recovery

Maintain regular backups of critical data
Store backups in a secure offsite location
Protect backups from unauthorized modification

Test backup restoration procedures

. Network Security

Deploy firewalls to protect network access
Secure remote access connections
Segment internal networks where appropriate

Monitor network traffic for unusual activity

I 10. Security Monitoring & Threat Detection

Oooodaod

Collect logs from systems and security tools
Monitor systems for suspicious activity
Generate alerts for potential security incidents

Investigate unusual behavior
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I 11. Incident Response

[l Maintain a documented incident response plan
[[] Define roles and responsibilities during incidents
[[] Establish communication procedures

[l conduct periodic incident response exercises

I 12. Cloud & SaaS Security

Restrict access to cloud services based on roles
Monitor cloud activity for suspicious behavior

Protect sensitive data stored in cloud platforms
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Review cloud security settings regularly
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Next Steps & Notes

Identify Your Gaps

Review items that are not checked. These represent cybersecurity controls
that have not yet been implemented. Prioritize based on risk to your
organization — controls like MFA, patching, and backups often have the
highest impact.

Plan Remediation

Create a remediation plan assigning responsibility and target dates for
each gap. Even partial implementation of missing controls improves your
organization's security posture significantly.

Pursue Certification

Organizations implementing these controls may be eligible for the
CyberSecure Canada certification program, administered by the
Government of Canada. Visit ised-isde.canada.ca for more information.

Notes

Official Resources

Digital Governance Council: dgc-cgn.org
CyberSecure Canada: ised-isde.canada.ca/site/cybersecure-canada/en
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